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VMware Management

® Unified management
v vCenter can be added to Sangfor management platform to achieve unified management

v' Basic VM administrations can be operated on Sangfor management platform directly like open
console, power on/off, deploy template VMs, view summary, etc.

Ry SANGFOR HCI

‘CPU Usage 5%
EE Memory Usage 47%
10 Usage 0%

200.200.5.104

Compute  Networking  Storage Nodes

=
o

Convert to VM

)

vCenter Servers: 1

4

Datastore Usage 3%
ace |

Se—=® Read Speed 0B/s
Write Speed 0B/s

‘CPU Usage 45%
EE Memory Usage 28%
10 Usage 0%

{master node)200.200.5.105

SANGFOR TECHNOLOGIES

I

System

108

@reamorc () 277
. ‘Super Admin

ﬁﬁ’

Used: 13 GHz

Total Gapacity: 53 GHz

Used: 23.96 GB
Total Capacity: 64 GB

Used: 107.04 GB

Total Capacity: 3.88 T

Page 3

»
SANGFOR HCI
%

SANGFOR HCI VMware vCanter

E- g vCenter_HQ

O m

[y Datacenter

&

O d

= List

¢ IRetresh () New

Throughput
Status WM Name
© Powered On  SANGFOR_HQ_De..
() Powered On  redhat

© Powered On  win2016-vCenter-...

© Powered off vm_import_1_(2018...

SANGFOR

——

» PowerOn Il Shut Down +++|

10 Speed

IP Address

) Reset

: Migrate to SANGFOR HGI

“0)  Backup and Recovery

Summary

Group CPU Usag Memory U Disk

vCenter. 0% 1% .
0% 1% ]
2% 23% n

Your Future-Proof IT Enabler



VMware Management = < ANGEOR
-

® Bi-directional migration
v" VMs can be migrated between Sangfor and VMware in a near-live fashion
v" VMs need to be rebooted to complete migration, this reboot process can be set automatically

Tasks 2
Migration &
Mlgrate VM from VMware vCenter to SANGFOR HCI Status Src VM Run on Node Working Da... WM Name Run on Node Datastore Ope...
o Datastore and Node o Network Settings @ succeeded vm_import 1 (...  200.200.5.99  Datastore vm_import_1_(20... <Auto> Datastore 2 c...
Q Succeeded vm_import_1 <Auto> Datastore ... vm_import_1_(20... vCenter HQ/D... Datastore
o Succeeded redhat 200.200.5.99 Datastore redhat <Alto= Datastore 2 c...
Current Location: VMware Destination Location: SANGFOR HCI
o Succeeded redhat 200.200.5.99 Datastore redhat <Auto= Datastore 2 c...
VM Name: redhat VM Name: redhat
vCenter: vCenter_HQ w Group: Default Group
Group: vCenter_HQ/Datacenter ~ Datastore: Datastore_2_copy
Run on Node: | vCenter_HQ/Datacenter/200.2 v Runon Node: | <Autox
Datastore: Datastore g
Auto power-off virtual machines in the VMware vCenter to complete migration
This will have the virtual machine power off automatically before migration completes to have the new changes synced to the
destination location. i you do not want the virtual machine to power off at unexpected time and interrupt the services being offered
via that virtual machine, do not select this option. You may power off the virtual machine manually when migration completes.
Auto power-on virtual machines from SANGFOR HCI to complete migration
All Tasks Close
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Bi-directional Migration @ SANGEOR

VMware to HCI

VMware Sangfor HCI

1. Link to vCenter

3. Continuously backup from 2. Atarget VM is created on HCI
VMDK to QCOW?2, first time full

copy, then incrementally

VMDK QCow2

4. Shut down the source VM when
incremental data is small
enough (256MB), finish the final
incremental backup

5. Start target VM

The same process in reverse applies to HCI to VMware migration
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VMware Backup and Restore g SANGEOR
S

® Built-in backup and restore

v" VMs in VMware environment can be backed up to Sangfor HCI with no requirement for 3
party backup software

v" Manual backup and scheduled backup policy are both supported, minimum interval for
scheduled backup is 10 mins

_2{, SANGFOR HCI 1
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Home Compute  Networking Storage Neodes @Hﬁmw (l) =
Super Admin

System > VM Backup and Recovery (RN A Er T el Mware Backup Policy | Sanafor Backups Backup Repositories

Disable scheduled backup () Add New Policy () New CDP Policy

»
.%;‘.;. SANGFOR HCI Home Networking Storage Nodes System @I‘Hﬂlw @M
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5] Backup £} Scheduled Backup

|:| Policy Name Description VM(s) Backup Repository Periodic Status
[0 GCDP_hourly backup.... 1 Datastore_2_copy Continuous backup (CDP) v Edit Delete 1@
I Default backup policy New virtual machine will be associat... 1 Auto-selected Every Friday, start at 23:00 @ Edit @

2018-01-08_18-31-27

oOOmHoo r20r2
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VMware Backup and Restore S SANGEOR

Backup

VMware Sangfor HCI

1. Link to vCenter

1. Get the source VM information by
vm_moid through vSphere web API

2. Enable CBT for the VM, take a
snapshot, ensure consistency

2. Take a snapshot of the

source VM 3. Backup changed among all disks
blocks to HCI 3. Copy the snapshot data to HCI
through VDDK API through VDDK API, save as QCOW?2

VMDK

file format on HCI.

4. Snapshots will be merged and
deleted on the source VM to avoid
any performance impact

4. Delete the source VM
snhapshot

First time full copy, subsequent copies are incremental. Minimum backup interval is 10 mins, however due to mergence and deletion of
snapshot data on source VM, pragmatic RPO is around 15 mins.
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VMware Backup and Restore @ SANGEOR

Restore to VMware

VMware Sangfor HCI

1. Link to vCenter

2. Create a new VM

3. Copy data from HCI to
VMware through VDDK AR

VMDK

No instant recovery for restoration on VMware
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VMware Backup and Restore @ SANGEOR

Restore to HCI

Sangfor HCI Sangfor HCI

(restore target) backup repositor

.  RTO is about 15 mins with instant
recovery

lI. To avoid IP collision with production
VM, restored VM will not connect to
virtual network automatically.
Network can be connected after
restored data is confirmed valid.

1. Create a new VM with the

backup config file
2. Restore from backup

file

QCOW2

3. Start VM

Note: Backup VMs can only be restored to VMware if NFS or Windows shared folder is used as backup repository.
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New scenarios and value propositions

VMware backup |

v Unified management for v' Agentless backup v’ Effortless management
transition period eliminating 3 party
backup software v Shared storage to
v’ Start with less priority improve reliability
applications to build up v Fine-grained backup
customer’s confidence frequency v' Linear expansion of
performance and
v Easy to migrate v Scheduled backup policy capacity
workloads with almost
live migration v Instant recovery v' Future-proof evolution
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VMware-related FAQ g SANGEOR

s

1. Supported versions: vSphere 5.0 and later

2. Is remote backup and restore supported? Same building and same floor are definitely supported,
off-site backup and restore has certain requirement on the link bandwidth, technically, it's
supported. R&D is still confirming, please contact Cheney and Sunny should you have this type of
project requirement

3. Licensing? Check out in the coming slides.
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CDP (Continuous Data Protection) g SANGEOR
N

Overview

> Just another feature on HCI, no need for any plugin or 3™ party software, all-in-one VM-level CDP
solution

» Every write 10 is recorded, VM can be recovered at any 10 recording points, RPO= 5 seconds

» Instant file browsing and download

Values
Near-zero RPO, CDP is only a license away, easy to use

Target Customer
Customers with business-critical applications such as database, ERP, etc.
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CDP: How it works g SANGEOR
1O record ~—

aSV

1/O 1/O CDP IO log, every log recorded
,AV> ~

3 fé";\))\ ’."NA? . _
aSAN SAN/aSAN

v' After CDP is enabled, 10 logs will be written into dedicated memory and then written to backup
storage asynchronously. No impact on VM performance.

v' CDP will consume very little CPU resource and 2GB dedicated memory. After CDP is enabled for a
VM, HCI platform will add extra 2GB to this VM from available host memory resource.
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CDP: How it works g SANGEOR
A

Recovery point

1. Afull backup will be executed when CDP is enabled for the first time, all the recovery points will be
based on this full backup

2. Arecovery point will be created every 5 seconds
3. An incremental backup will be implemented every 1 hour or so (backup interval can be adjusted)

4. When recovering based on a certain recovery point, all the 10 records between this recovery point
and the latest backup point as well as all the prior backup versions will be merged.

Time Range: | Last 6 Hour v | 2018-01-10 05 : 27 3 to 2018-01-10 11 : 27 : » Backup 1 IO Activities

RP

* * * * *
-10 05 01-10 06:30 01-10 07:30 01-10 09:30 01-10 10:30
E—
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CDP: How It works

Instant file recovery

g SANGFOR

s

v" BPs (backup point) and RPs (recovery point) are merged and packaged as a file, the file is displayed

by being mounted to HCI's catalog

v" Choose the file that needs to be recovered and you can download it right away.

Note: this feature is only supported by NTFS and FAT32 on Windows

View File x
[ ] [] FileName Date Type Size
E Partition(1) (3) o
| [ Boot
O . desktop.ini 2015-10-30 13:47:1 INI file 278 bytes
. [ Recovery
) O My Music 2015-10-30 13:48:46 Folder
. [H-17 System Volume Information
E| Partition(2) (3) ] My Pictures 2015-10-30 13:48:46 Folder
[#-1" $Recycle.Bin O My Videos 2015-10-30 13:48:46 Folder
=- Documents and Settings(S)
[—j All Users{12)
- Application Data
H-[ 7 Gomms
- Documents
-7 Microsoft
[#- Microsoft OneDrive
- regid. 1991-06.com.microsoft
SANGFOR TECHNOLOGIES Page 15

I

Your Future-Proof IT Enabler



CDP: How to calculate capacity g SANGEOR

s

v" The average number of VMs protected by CDP should not exceed 3 on each server node, and each
server should have more than 128GB memory

v' CDP target storage can be set on iSCSI/FC SAN or another aSAN

v" How to calculate CDP storage capacity

« Business data capacity + average hourly data increments * 96 (latest 3 months, hourly ) + 1O log
maximum capacity

v" How to calculate 10 log maximum capacity
« Average data increment per second (MB/s) * 3600 (1 hour) * retention period (hours) (if this data
can’t be acquired, take 800GB as the default 1O log capacity )

v Backup storage approach
« It's recommended to store CDP IO Log and backup data separately, put backup data on external
storage and 10 logs on aSAN or external storage
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Instant Recovery s SANGEOR

v" Applies to all backups on HCI, be it VMware backup, HCI backup or CDP

v" When recovering, VMs can be booted up within 3 minutes and climb to normal performance within 15
minutes.

v Significant RTO reduction compared to previous backup recovery

VM
QEMU
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iISCSI Server Enhancements S SANGEOR

v' aSAN iSCSI virtual disks can be mounted to VMware hosts, faster and more reliably

v' Support high availability and load balancing for VMware host iSCSI connection, no more SPOF and
performance bottleneck

v' iISCSI Server now can be presented through storage network instead of management network for

higher bandwidth (3 nodes at least)

| 11 (6]

VMware host

iISCSI Virtual Disk

HCI cluster
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vSSL VPN Integration

S SANGFOR
N

vSSL VPN now is fully optimized on HCI, it can be configured on “what you draw is what you get” page. With
this update, NFV on HCI now expands to VAF, vIAM, vAD and vSSL VPN.

’. SANGFOR HCI
Ix

E> Exit O Refresh )" Test Connectivity E Devices El Templates

Home

DefaultEdge

SSLVPN1

Compute

£2 Distributed Firewall
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Creating Virtual Storage Volumes on aSAN é SANGEOR

Virtual storage volumes can be created based on hosts with different disk performance and capacity.
» Each volume is a physically isolated storage pool
» Users can choose which volume to run VMs on according to performance and capacity
requirements
> At least 3 physical nodes are needed to support a virtual volume, that said, cluster under 6
nodes can only create one single volume which is the same as before

VM running priority: host with the data copy -> host within the volume -> cross-volume host

Volume ™. _ high performance [ ] oo |_| Ij D|_D| |_-|- I:
- e [ e [T e e J{1T o - (o |
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Licensing

& SANGFOR
b

3 new licenses

1. aHM (VMware heterogeneous and backup license): per VMware VM, the aSV equivalent number of VMs
are licensed for free, say customer purchased 4 aSV licenses, then they can get 4 aHM licenses for free
2. CDP (base software license): one per cluster (one license is enough for multiple clusters after aCMP is
released), mandatory for CDP function, it includes a quota of 5 VMs to be protected by CDP
3. CDP VM License: per VM to be protected by CDP, CDP base software is a prerequisite for this license
Software
asV aSV (Compute Virtualization License | o+ virhualization, HA, DRS, Automated Hot Add, Backup, Clone, ...
per Physical CPLU)
aNET E:f;g;::‘;ﬁ:ﬁ”a“zﬂ"“” License |\ stwork virtualization, Distributed Firewall, Drawable topology, Visualized network, aSwitch, aRouter...
a5AN Efﬂhﬁi‘z:%epﬂruahm"m License Storage Virtualization, 2-3 copies, 35D read and write acceleration, Data locality,...
SHM VMware Heterogeneous Management |Based on how many VMware Vs to be backed up, one license per VM. A number of WMs (eguivalent
& Backup {Per WMware VM) to the a3V quantily) are licensed for free
. i CDP main software engine, mandatory for COP function, one per cluster (Please be noted that once
CDP Continuous Data Proleclion Base aCMP with multi-cluster management is released, one CDP base software license can be used by

Software (Per Cluster)

mulliple clusters), COP can be enabled for 5 WVMs by default with this license activated

CDOP WM License

CDP WM License [Per VM)

CDP base software license must be purchased before this license, license is purchased per VM 1o be

Emlenled g‘g CDP
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Ul Changes SANGFOR

e SANGFOR HCI

109
Compute  Networking @Hﬁmm Q} R
Super Admin

Basic Components: Update Service Expiration Date: 2018-07-08

asV (Compute Virtualization) aMET (Network Virtualization) aSAN (Storage Virtualization)
Version: Vv5.8.2 Version: Vb5.8.2 Version:
Expiration Date: 2018-07-09 Expiration Date: 2018-07-08 Used/Licensed CPUs:

Host CPUs: 2/8 Distributed Firewalls: Enabled Add up to 64 nodes In a single
cluster

10-6 PST customer service

Simplify software update

Virtual Network Function License: Support: +80 127-117-129(7511)

Sales: +60 127-117-128(7511)
) NGAF & ssLVPN Email: tech.support@sangfor.

Tel: 0755-8662T874
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One More Thing...

Customization

2<e Sangfor HQ HCI Demo P...
1

Home Compute

Basics
Logos
) Company Abbreviation:
Links
Company Full Name:
Qthers

Product Abbreviation:

Product Full Name:

Version:

Support:

Sales:

Ernail:
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Networking Storage

Sangfor HQ
Sangfor Technologies
Sangfor HQ HCI Demo Platform

Hyper-converged Infrastructure

[] Display version Number
5.8.2_EN

+B60 127-117-129(7511)
+B0 127-117-129(7511)

tech.support@sangfor.com

Save
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One Last Thing... @ SANGEOR

Intel Xeon Scalable Processors will be supported on HCI 5.8.3, and our HCI appliance hardware
platform will also shift to SP CPU platform starting Feb., 2018.

XEON
PLATINUM
inside”
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Thank you !

sales@sangfor.com
www.sangfor.com

Sangfor Technologies (Headquarters)
Block A1, Nanshan iPark, No.1001
Xueyuan Road, Nanshan District,
Shenzhen, Guangdong Province,

P. R. China (518055)
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